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I. OB ITOJIOXKEHUA

1. Tlponenypata 3a MOBEACHUE U NEHCTBUE HA y4eHHIUTE U ciyxurenure ot 79. CY ,Uuaupa
[Mangu* e u3rorBeHa Ha ocHoBanue [Ipoueaypa 3a nmoBeaeHue U ASHCTBUE MPH 3aIjiaxa OT U3I0JI3BaHe Ha
B3PUBHO YCTPOMCTBO B OOEKT 3a OOIIECTBEHO IMOJI3BAHE C MAaCOBO MpeOMBaBaHE HA XOpPa, YTBHPICHA ChC
3anoex Ne P-68 ot 31.03.20223 romuHa Ha 3aMECTHUK MUHHUCTBP-TIpEACEAaTeNl 1Mo oOImecTBe. Te3u
npaBuja ypexaaT OCHOBHUTE MPUHIMUIIM Ha YYWIMIIHATA MMOJIUTUKA, MPABOMOIIMITA HA YUYUIULIHOTO
PBKOBOJICTBO, TIE€IarOTUYECKHSI IEPCOHAN M CUCTEMHHUS aIMUHUCTPATOP, KAKTO U IIPpaBaTa U 3aIbJDKEHUSTA
Ha YYEHUIIUTE U POJUTENUTE, CBbp3aHu ¢ paboTaTa Ha YUCHHMIIUTE B yUWJIMIIHATA Mpexka u B HTepHer,
HapUYaHM MO-HATaThK 3a KPAaTKOCT "Mpexara'.

Y2, YuunumiHata mojauTukara 3a pabora B MIHTepHET uMa 3a IeNl 1a OCUTYPU M OpTaHH3Upa
U3IOJI3BAHETO Ha 00pa3oBaTeNHMS MOTEHIMA KaKTO HAa YYWJIMIIHATa MpeXka, Taka M Ha riolaiHara
MpEekKa, B ChYETaHHE ChC CHCTEMa OT MEPKH 3a CUTYPHOCT U 0€30MaCHOCT Ha YUCHHUITUTE.

Yui. 3. OcHOBHUTE MPHUHLMIIA HAa yYWIMIHATA MOJUTHKA 3a padoTa B yUYHJIMIIHATA MpeXa U B
HurepHer ca:

(1) PaBen mocThIl HA BCHUKH YUEHUIU A0 YUWIHIHATA MPEXa;

(2) 3ammra Ha yuenurute u ciyxxutenute Ha 79. CY oT BpeIHO WM HE3aKOHHO ChIbpPKAHUE U
uH(pOopMaIns KaTo: Kpax0a Ha JINYHU JaHHU U CHUMKH, HAaKbPHSIBaHE HA TUYHOTO JOCTOMHCTBO U TOPMO3,
nopHorpadusi, MPOIMOBSAABAHE HA HACHIUE M TEPOPHU3bM, CTHHYECKA W PEIMTHO3HA HETOJICPAHTHOCT,
THPrOBUS C HAPKOTHIIU, Xa3apT U JP.;

(3) 3aunrane ¥ 3amKTa HA JIMYHATA HETIPUKOCHOBEHOCT;

(4) TloaroTroBka u KOHTPOJ HA YUYESHUITUTE 32 KOMIICTEHTHO U OTTOBOPHO MTOBE/ICHNUE;

(5) CobrpyaHUYECTBO MEXY YUHIHUIIETO, POJAUTEIUTE U KOMIETEHTHUTE OPTaHy;

Y4, YuminniHata KOMOIOTbpHA Mpexa U VHTepHeT ce u3Ioy3BaT OT yYEHUIUTE caMo 3a
o0pa3oBaTeNHu 1elu.

Y5, paBwiara 3a GezonacHa pabora B VHTEpHET, KOMTO YYCHHIIUTE Ca 3aIbJDKCHH Ja
CIa3Bar, ce MOCTABAT HAa BUJIHO MSICTO BbB BCEKM KOMIIOTHPEH KaOWHET.

II. IPABOMOIINA HA JTUPEKTOPA HA YYHWIHNIIIETO

Ya.6. (1) IupeKkTOpbT € JUIHKEH Ja:

1. Opranusupa u KOHTPOJIMPA LSIIOCTHATA AEWHOCT 110 U3I'BJIHEHUETO HA TE3H NIPaBUIIA;

2. OcurypsiBa 1 HachbpyaBa CBOOOJIHUS M PaBEH JIOCTHII HA YUEHUIUTE O YYWIIMIHATA MpEeXa U
HHTepHeT B ChOTBETCTBHUE C y4eOHUS IJIaH U Bb3MOXKHOCTUTE Ha YUMUIIMIIETO;

3. Cp3aaBa BB3MOKHOCTH 3a oOoraTsBaHe W paslIMpsiBaHE Ha 0Opa3oBaTEIHMs IPOLEC 4Ype3
YUMJIMIIHATA Mpexa U IHTepHeT, BKIIFOUUTEIIHO U B U3BbHYYEOHO BpEME;

4. YTBbpKaaBa rpaduk 3a pabota Ha YYEHHUIUTE B YUMIIHUINHATA Mpexa U B VIHTepHET M3BBH
penOBHUTE YUEOHHU 3aHSTHS;

5. Opranusupa U KOHTpOJIMpa MPUIIAraHETO HA MEPKH, BKIIOUUTEIHO M CbBMECTHO ¢ MHTepHer
JIOCTaBYMKa, OTPAaHNYABAIM JOCTHIIA HA YYEHUIUTE JO BPEIHO WIM HE3aKOHHO ChAbpKaHue B MIHTepHeT
B CbOTBETCTBUE C JACHCTBAILIOTO 3aKOHOAATENICTBO B PenyOnuka boarapus;

6. [IpenBaputenno ogo0psiBa MaTepranTe 3a NyOIMKyBaHe B YUUJIUIIHUS CalT M oduLHaTHaTa
cTpanuiia BbB Facebook wu ocurypsiBa HaOmIOJ€HHE M KOHTPOJ BBPXY HEHHOTO ChIbpKAHHE B
CBOTBETCTBUE C IPUHIUIINTE HA YYUIMILHATA [TIOJIUTHKA;

7. OcurypsiBa e(QEeKTHBEH IOCTOSHEH KOHTPOJ IO Cla3BaHE Ha IpaBWiaTa 3a paboraTa Ha
YUYECHUIIUTE B yYUIIUIIHATA Mpexa U B MIHTepHeT;

8. OcurypsiBa 31paBOCIOBHM M 0€30MacHU YCIOBHMS Ha PAOOTHUTE MECTa B CBHOTBETCTBHE C
HOPMAaTUBHUTE U3MCKBAHMS;

9. OcurypsiBa Npu TEXHUYECKa BB3MOXKHOCT IMpOCIEsBaHE Ha Tpaduka, OCHLIECTBSIBAH upe3
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YUUJIMIIHATA MpPEeXka;

10. adopmupa ydeHuure, ye TpaQukbT ce e U MPpH KOHCTATHUPAHU HAPYIICHUS MOXE Ja
ObJIe yCTAHOBEHO JIMIIETO, KOETO TH € U3BBPIIUIIO;

11. VBenoMsiBa poAMTENUTE 3a MPEANPHUETUTE OT PHKOBOJCTBOTO MEPKH 3a OCHTYpsIBAaHE Ha
Oe3omnaceH U KOHTpoJaupaH MHTepHET JOCTHII B YUWIHILE U BKbBIIIH;

12. VBenmomsiBa He3a0aBHO KOMIIETEHTHHUTE OpraHM TIpU KOHCTATUPAaHE Ha HE3aKOHHO
ChAbpXKAHUE B YUWJIMIIIHATA Mpexa U B IHTepHeT;

13. Opranuszupa B Ha4aJIOTO Ha BCsIKa yyeOHa roJiHa 3al03HaBaHe Ha YYCHUIIUTE U POAUTEIUTE C
YUMJIMIIHUATE TIpaBuiia 3a 6e30macHa paboTa B Mpexara,

14. OcurypsiBa OTTOBOPHO JIMIIE, KOETO Ja M3IBIHABA (DYHKIIUUTE HA CUCTEMEH aIMUHUCTPATOP;

15. Ilpeanmpuema Mepku 3a peaqu3dpaHe HAa OTTOBOPHOCTTa Ha BHUHOBHUTE JIMLA MIpH
KOHCTAaTUPaHU HapYIICHUS HA TE3U MPABUIIA;

(2) dupexTopbT MOKE J1a Bb3JIara ChC 3aroBe]] M3MbJIHEHUETO Ha 3aIb/DKCHUATA CH 110 all. 1, T. 5,
6,7,9,10u 11 Ha 1pyrH CIIYKUTEIU OT YUHJIMIIETO.

II1. IPABOMOIINNA HA YYUTEJIUTE, PBKOBOJUTEJAT HA KOMITIIOTHPEH
KABUHET U CUCTEMHUA A AIMUHUCTPATOP

Yu.7. Yuurenure, ppbKOBOJUTENSAT Ha KOMIIOTHPEH KaOMHET W CUCTEMHHUAT aJMHHHCTPATOp ca
JUIBKHH J1a:

(1)PazscHsBar mpaBuiaTa 3a 0€30IaCHO W OTTOBOPHO IMOBEICHHE MpU padoTa B yUWJIHITHATA
Mpexa u B MIHTepHerT.

(2) Usnon3Bar BB3MOXXKHOCTMUTE Ha MHTepHeT 3a oOorarsBaHe M paslIMpsiBaHE Ha ydeOHaTa
JCWHOCT, KaTo Bb3JaraT Ha YYCHHWIUTE KOHKPETHH MPOYYBAHHS, MPEAOCTABAT CIUCHK C ITOAXOASIIN
UHTEPHET aIPECH U JIp.

(3) OcobuiecTBsBaT HEMPEKbCHATO HAOIIOICHHE M KOHTPOJ BBbpPXY padoTara Ha yYCHUIUTE B
yYHIIMIHATA MpeXa U B VIHTepHeT B yueOHO U B U3BBHYUEOHO BpeMe.

(4) [Ipennpuemar He3abaBHU MEPKH 3a MPEYCTAHOBSIBAHE HA JOCTHIIA HA YUSHUIIUTE JI0 HE3aKOHHO
ChIbp)KaHHUE B MpEXKarTa.

(5) VYBenmowmsiBat He3a0aBHO AUPEKTOPA HA YUMIIMIIETO NP HApYIIaBaHE HA MPaBHUJIATA WIH MPH
YCTAHOBSIBAHE Ha HE3aKOHHO ChIbp)KaHUE B MpeXkKaTa.

Yn.8. VYuurenure, IUPEKTOPHT, PHKOBOAUTEISAT HA KOMITIOTHPEH KAaOWHET W CHUCTEMHUS
aJIMUHUCTPATOP HE HOCAT OTTOBOPHOCT, aKO YUSHHUIIUTE CIYyYaliHO WM IPEeJHAMEPEHO MOMaHaT Ha BPEJHO
WJIM HE3aKOHHO ChAbpkaHue B IHTEepHeT.

Ya.9. CucrteMHUTE aIMIHHACTPATOPH Ca JUTHKHU J1a:

(1) OcurypsBat obuiara 6€30MacHOCT U pabOTOCIIOCOOHOCT Ha MpEXKaTa.

(2) Ilpemnmarat W mpwiaraT MEpKH, OrpaHMYaBaIl{ JOCThIIA HA YYCHHUIUTE JIO BPEIHO WIH
HE3aKOHHO ChIbpkaHue B HTepHET B ChOTBETCTBHE C JEMCTBAIIOTO 3aKOHOJATENCTBO Ha PemyOmuka
boarapus.

(3) U3BwpuBar meproaUUeH Mperie]] Ha yYHIIHIHATA MPEeXkKa 3a HATMYME Ha Bh3MOKHH 3aIUIaxu
Y PUCKOBE 3a CUTYPHOCTTA Ha YYCHHUIIUTE IIpu padoTta B IHTEpHET.

(4) Caensat Tpaduka, OCHIIECTBIBAH UPe3 YUMIMIIHATA MPEXKA.

(5) Tommepxkar W akTyanu3uparT ydwiIMIIHATa VIHTEpHET cTpaHHWIa B CBHOTBETCTBHE C
M3MCKBAHUATA HA YIUJIMIIHATA TIOJUTHKA.

(6) IlyGmukysar B yunmnuiiHata MIHTEpHET cTpaHuIa caMo 0I00pEHH OT AUPEKTOpa MaTepUaly.
(7) VYBemomsBaT He3a0aBHO TUPEKTOpA HA YYWIIMIIETO MPH HapyllaBaHe Ha MMpaBUiIaTa WU MPU
YCTaHOBSIBAHE Ha HE3aKOHHO ChIbPKAHUE B MpEKaTa.



IV. ITPABA U BAABJIKEHWUA HA YYHEHUIIUTE

Yun.10. YyeHH1IuTE UMAT IIPaBO HA:

(1) PaBen gocThm A0 yYWJIMIIHATa KOMIIOTbpHa Mpexa M B VHTepHeT, mpu cra3BaHe Ha
CEKCYyaJTHU 103U, CE CUUTAT OT 3aKOHA 3a JICTCKa MOpHOTpadus U ce IpeMaxBaT OT HHTEPHET MPOCTPAHCTBOTO,
KaTo ce MpecieBaT OHEe3H, KOUTO T'M pa3npocTpansBaT. OCBEH ue € Ba)KHO 3a €IMH YYWIUIIHATA OJUTHKA.

(2) Pabota B Mpekata v B ©3BbHY4Y€OHO BpeMeE 10 YTBBPACH OT JUPEKTOpa rpaduk.

(3) PabGota B Mpekara camo Mo KOHTPOJIA Ha OMPEACIICHO OT IUPEKTOpa JIUIIE.

(4) OOyueHue 3a KOMIIETEHTHO U OTTOBOPHO IOBEJICHUE B YUMIIMIIIHATA KOMITIOThPHA MPEXa U B

HNutepner.
(5) [Ja O6wpaar undopmupaHu 3a YIHIUIIHATA TTOJMTUKA 32 paboTa B MpeKara.
Y. 11. YueHunure ca JUIbXKHY J1a CIa3BaT CICTHUTE paBuia 3a 0e30macHa pabora B Mpexara:
(1) VYuwmmmaara Mpexa 1 IHTEpHET ce U3Moa3BaT caMo 32 00pa30BaTeIHU LEIH.
(2) 3abpaHeHo e HM3MOJ3BAHETO HA MpekaTa 3a W3BBPIIBAHE HA CTOMAHCKA WM HE3aKOHHA
JIEHHOCT.

(3) VYuenunwmre He TpsiOBa Ja MPEIOCTABAT JTUYHA HHPOPMALUS 32 ce0e CH U 32 CBOUTE POIUTEIN
KaTo HMMe, Tapojia, aapec, JOMaIleH Tele(OoH,yUHIUIe WIA MEecTopadora U ciy:keOeH TenedoH Ha
poautenuTe, 6€3 MpeaBapUTEIIHO Pa3pelICHUE OT TX;

(4) He ce paspemiaBa u3mpaiiaHe Wid NyOJMKyBaHe Ha CHHUMKH Ha YYCHHWIM WJIM HAa TEXHU
Osu3KH, 0€3 MPEIBAPUTEITHO ChITIACKUE HA POJUTEIIHTE;

(5) VYuyenunure He TpsOBa Ja MpUeMaT Cpelid C JIMIA, C KOUTO ca ce 3armo3Hanu B MHTEepHeT,
OCBEH CIIe/I ChIIIACUETO HA POJUTEIIUTE;

(6) VYuyenunmre ca JUIBXHH Ja WHOOpPMHpAT HE3a0aBHO JIMIICTO, MO YHETO HAOJIOJICHUE H
KOHTPOJI paboTAT, KOraTo MO HAT HAa MaTepUald, KOMTO T'M KapaT Jia ce YyBCTBAT HEYIOOHO, WM Ha
MaTepHail C BPEIHO WM HE3aKOHHO ChABP)KAHHME KaTo MOpHOrpadwus, NpOMOBsAIBaHE HAa HACWUJIHE U
TEPOPU3HM, ETHUUECKA M PEITUTHO3HA HETOJICPAHTHOCT, ThPTrOBHS C HAPKOTHUIIH, Xa3apT U APYTH;

(7) Yuyenunwure He TpsOBa J1a U3MpAIIAT WM Ja OTTOBApsT HA CHOOMICHUS, KOUTO ca OOWIHH,
3arIamBaIly WM HeTTPHINYHY;

(8) VYwuenunmure He TpsAOBa Aa OTBAPAT MPHIIOKEHHS Ha €IEKTPOHHA 10111, TOJIyYeHa OT HeTo3HaT
nojare.

(9) 3abpaneHO e u3npam@aHeTo Ha aHOHUMHHU WK BEPUKHU CHOOILIECHHS.

(10) 3abpaHeHO € W3BBHPIIBAHETO HA JICWHOCT, KOSATO 3acTpallaBa IEJIOCTTa Ha YYWJIAITHATA
KOMITFOThPHA MpeKa WJIA aTaKyBa JAPYTH CUCTEMH.

(11) 3abpansBa ce U3IMOJI3BAHETO HA YYXKJI0 MTOTPEOUTEIICKO UME, ITapoJja U eIEeKTPOHHA MOIIa.

(12) Vuenunwure He TpsAOBa J1a IPEICTaBAT HEBEPHU JaHHU 32 ceOe CH ¢ HE3aKOHHA T1eTl.

(13) 3abpaHeHO € M3MOJ3BAaHETO Ha HEIHMIEH3UpaH co(Tyep, Ha aBTOPCKM MaTepuain 0e3
paspelieHue, KakTo 1 BesKa Jpyra JIeHHOCT, KOSATO HapylllaBa aBTOPCKHU MpaBa.

(14) Ilpu pabora B MpexaTa yYSHHIIUTE TpSOBa Ja yBakaBaT IpaBaTa Ha JPYTHTE W Jla Ma3sT
J00pOTO MME Ha YUMIIULIETO.

V. IPABA U 3AABJIKEHUSA HA POAUTEJIUTE

Yn.12. Poguresanrte uMaT npaBo:

(1) Ha O6baar nHbOpMUpaHH 33 YUMIUIIIHATA ITOJIMTHKA 32 Oe30macHa paboTa B MpeKaTa.

(2) Ja maBaT cBOM TPEUIOKEHHUS B OIPEIENITHETO HAa HACOKUTE M MEpPKHTE 3a 0e30I1acHO
u3Mon3BaHe Ha IHTepHeT B yuuiuie.

(3) a momyuaBaT nH(pOpMaIHs 32 PUCKOBETE U 3aIUIaXUTe 32 0€30MacHOCTTa HA TEXHUTE Jena
npu pabdota B UHTepHET B yUMIIUIIE U BKBILH.

(4) Ma Obmar cBoeBpeMEHHO HWH(POPMHpPAHH W Ja YYacTBaT CHBMECTHO C YYHJIMITHOTO
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PBKOBOJICTBO TIPU pa3peliaBaHe Ha BCEKW KOHKPETEH MpoOJieM, CBbp3aH ¢ HapyllaBaHe Ha IMpaBUIaTa OT
CTpaHa Ha TEXHUTE JIe1a.

(5) /[a curHanu3upar yYwIHIIeTo, KOraTo moiayJar nH(opMarus 3a HapynieHus mo wi. 112.

(6) PomutenuTe ca MIBKHH Ja OCUTYPST KOHTPOJ M TOMOIIl HA JiellaTa CH MPH TMOJ3BaHETO Ha
riio0aHaTa Mpexa — COIIMATHA MPEXKH, YaTOBE, TIPUIIOKEHUS | JIp., KAKTO U MPH Clla3BaHE Ha MpaBUiiaTa 3a
WuTepHeT 6e30MacHOCT B yUHIIUIIIE.

Y.13. B HavanoTo Ha Besika yuyeOHa roJlnHa POJUTEINTE CE 3all03HABAT C YUMJIMITHUTE TIPaBUIIa 32
Oe3omacHa paboTa B yUMJIMIHATA Mpexka U B IHTEpHET, KOETO yI0CTOBEPSBAT C MOIIICA CH.

VI. OTTOBOPHOCT

Yn.14. Tlpu HapymiaBaHe pasnopeqOWTe Ha Te3W MpaBWIa HA YYCHHUIIUTE MOraT Ja Cce HajaraT
cankuuu, npeasuaeHu B 3IIYO wu [lpaBuiaHUK 3a AeMHOCTTAa HA YYWJIMIIETO. YUMJIMILIETO U HErOBUTE
CIIYKUTEIHM BKJI. JUPEKTOP MOraT Ja OKaXkaT ChJICUCTBHE, HO HE HOCSAT OTTOBOPHOCT MpPH CIy4YalHO WIU
MpeAHaMEPEHO HapyllaBaHE Ha Te3W BBHTPEIIHM IpaBWjIa KaTO YAaCTHHU CIIy4aW OT YUYCHHIIH, CIY>KHTEIIH,
POJUTEINN WU BHHIITHY 32 OOLTHOCTTA JIULIA.

Ya.15. HezaBucumMo OT OTrOBOpPHOCTTa MO Wi. 14, mpu HapymieHHs, KOUTO MpeICTaBisBaT
MPECTHIVICHHS, aIMUHUCTPATUBHU HAPYIIEHUS WJIM MPUUYMHSABAT UMYIIECTBEHA BpEaa, C€ HOCH ChOTBETHO
Haka3aTrejHa, a/IMUHUCTPAaTUBHA WJIM IPaKIaHCKa OTTOBOPHOCT.

VII. O U KOHKPETHU INTPABWJIA 3A CUT'YPHOCT M
BE3OINACHOCT BUHTEPHET

Yn.16. O61mm npaBuia:

(1) He nmaBaiite nmuuHa HHPOPMALIUS KaTO UME, MApOJIa, aJIpec, AoMallleH TeJe()OH, YUWIUIIETO, B
KOETO yYHIll, MECTOpadOoTa WK CIy)XKeOeH TeaeOH Ha POAUTENNTE CH/ KOJIETHTE CH/ ChYYEHUIUTE CH, 0e3
TSAXHO pa3pelicHHe.

(2) He wm3mpamaiite CBOM CHUMKH WM CHUMKH Ha MPHUATEIH, ChbYYCHUIIM, POIHHHHU, KOJCTH,
YUUTEIH, TO3HATH U JIp. 0€3 Mpenu TOBa J1a € 00CHACHO PEMICHUETO C TSX WU C POAUTEIH.

(3) He otroBapsiite Ha chOOLIEHUS, KOUTO ca OOWIHHM, 3allIalIBallH, HEIPHINYHH MU BU KapaT
Ja ce 4yBCTBaml HeynoOHO. MH]opMupaiite poauTenuTe CH/KIACHHUS PHKOBOAMTEIN, YUUTEN, TUPEKTOp 32
TaKUBa ChOOIICHUS.

(4) He otroBapsiite Ha €IEKTPOHHA MOIIA, TOTyYeHA OT HEMO3HAT MoAaTelN. Tst MOXe 1a ChIbpkKa
BUPYC WU JIpyra porpaMa, KOsTo Jia YBpeau TBOsI KOMIIOTHP/ Tenedon/ Tadier.

(5) KoncynTupaiite ce ¢ poauTEeNnUTe CH/KOMIETEHTEH KOJIera/yuuTesl Mpeau Ja CBAUTE WU
WHCTaJIMpaTe HOBA MpOrpamMa/IMpUIIOKeHNE HAa KOMIIOTHDP, TeledoH, TableT, KaKkTo M He IMpaBeTe HHUIIO,
KOETO MOXXE€ Jia YBPEAM KOMIIOTHPAa BH WIM 4pe3 JaJieHO ACHCTBHE Jla ce PasKpusAT AaHHH 3a TeO u
CEMEHCTBOTO TH.

(6) Hemara, xouto mnpaBute B MHTepHer, He TpsaOBa nga BpemsT Ha APYrH XOpa WIM Ja
MPOTHBOPEYAT Ha 3aKOHUTE.

(7) Buumagaiite, koraro pasropapsre B 4at. [lomHere npasuio Nel, u 4e Xxopara OHJIaiH 4eCTO ce
NPEICTaBST 32 TAKWBA, KAKBUTO HE Ca WIIM THPCAT ONpeiesieHa HH(OpMaIusl.

(8) Axo ce cmyum Taka, 4ye Ja mormagHeTe Ha WHGOpMAIWs WM Ipyro B MpexaTa, KOSTO HE BH
XapecBa WJIHM BU IUIAIIY MO HIKAKbB HAYWH, TO MOKeTe 1a nonaaere curHan B JJA3/[ na ten. 02/933 90 50,
Hanmonanna tenedonna aunus 080 019 100, va aapec: webl12.net / blob.bg unu B PaiionHo ynpasnenue
o mectoxuBeere (9 PITY, OnepatuBHa nexypHa gact: 02/982 5600; 02/982 5601; 02/824 3655), kakTo u
Ha http://www.cybercrime.bg/bg.

Ya.17. KauBane W cmnojejisisHe Ha CHUMKH. Hemomxoasmmre CHUMKM WIM BHICO Ha
JeTe/y9eHUK/POIUTEN/yIUTeN ca MyOJIUYHO TOCTHITHU MyOJUKAIMK B MHTEPHET, KOUTO MOTaT Ja ca KauyeH!


http://www.cybercrime.bg/bg

OT POJUTENUTE WU JPYTH WIEHOBE Ha CEMEHCTBOTO, MPUATEIH, CbYUYEHHUIIU U AP. KOUTO UMAT U3LSII0 J00pU
HaMepeHHs KbM Hero/Hes. [IpenopbynTenHo e o HUKaKbB IOBOJI 1a HE Ce KayBaT CHUMKH Ha JIeTe, 32 KOUTO
MMa U Hali-MaJIKOTO CBMHEHHE, Y€ MOraT 1a My HaBpeaAT. Bce mak croiestHeTO Ha CHUMKH € YECTO CPELIaHO
SBJICHHE B COLIMAIHUTE MPEXH, 3aTOBA OCHOBHA IPENOpHKa € MOJOOHH CHUMKH J1a C€ CIIOJENAT CaMo C
XOpara OT CIHMChKA C IPUATENIN Ha YOBEKA, KOWTO UCKa J]a Kaul CHUMKaTa, U Olle 10-100pe - caMo ¢ rpynaTa
Ha Haii-OJM3KHU MPHUATEIH OT peanHus kuBoT. Korato cHumare cbc cMapTdoHa cu, yBepeTe ce, 4e CHUMKHUTE
HE ce KayBaT aBTOMAaTU4YHO B IIpo¢uiia Ha poIUTENs WIM AETeTo B caiitoBe karo MHcrarpam Hanpumep. B
npopUINTE CU B COLIMATTHUTE MPEXH CE YBEpEeTe, Ye CTE HACTPOMIIM CHUMKUTE CH TaKa, 4e Ja Ce BIDKAAT
camo ot npusTenute Bu. Cpl1oTo ce oTHACsS M 32 HACTPOMKUTE HAa 00Ja4YHU YCIYTH, B KOUTO C€ ChIbpPXKAT
CHUMKH U HH(pOpMAaIus.

(1) CHuMKHTe HA MAJIOJIETHH M HeII'bJIHOJIETHH, TIOKa3Bally pa3roJIeHU YacTH
WX TIOAPACTBAI] YOBEK J1a yBa)kKaBa TSJIOTO M JIMYHOCTTA CU M J1a HE MyOJIMKyBa CBOM Pa3rOJIeHM CHUMKH B
MperKaTa, OT TAKOBA 3HAYEHUE € U YBa)KCHUETO KbM HHTUMHOCTTA U JINYHOCTTA J1a JPYTUTE.
3a mo-roJieMuTe THIHEHIKbPH, HAM-TOJEMUAT PUCK UBA OT CIIOJIEISIHETO HAa UHTUMHA CHUMKa B CaiiTOBE 3a
3all03HAHCTBA WM OT M3IMPAIaHETO Ha TaKaBa CHUMKA O OJU3BK MPUATET UM raJkKe, KOUTO HEBOJIHO WIU
YMHUIJIEHO Ja s pa3lpocTpaHsT Jo noBeue xopa. [IpumepHa cuTyanus - 1BOMKa ce paszeis M eaHaTa
II0JIOBMHKA pellaBa JJa CU OTMBCTH U /14 CIIOJEJIN T0JIa CHUMKA Ha APYTUs B MHTEPHET KaTo OTMbleHue. OcBeH
TOBa, HE OMBa J1a ce mpeHeOpersa GakThT, Y€ THHHEUPKBPUTE Ca YyBCTBUTEIIHU KbM HEIIaTa, KOUTO TEXHUTE
POJUTENH WM POJHUHU MOJKE J1a CIIOJIEIIAT 32 TAX B MpekaTa. 3aTOBa € IPEHOPbYMTETHO BCUUKH TyOJINKaLuy,
Ha KOMTO T€ NMPUCHCTBAT, 1a c€ OOCHKIAT PEABAPUTEIHO C TSIX U T€ J1a T 000psIBaT.

(2) T'oseMuTe y4YeHMIH MOTraT Ja CH M3HATAT OT CTapa CHUMKA, KOSATO HSAKOM pa3dyBCTBAJI ce
POJIHMHA € CIIOJEIIII 32 TAX B MHTEpPHET. THHHEHIKbPUTE ca UyBCTBUTEIIHU 110 OTHOLUICHHE HA UMHJIKA CU U
0e0emkuTe CHUMKA MOYXKE J1a HE UM CE CTOPST TOJIKOBA CIAJIKH, KOJIKOTO Ha POJUTEH Wi poaHuHu. JJoOpe e
Jla ce pa3roBapsl C TSAX U 3a OHJIAMH permyTauusiTa U BIMSHHUETO, KOETO CBBP3aHHU € TAX MyOIMKaluy MoraT Aa
UMaT €IMH JEH BbpXY TsX, KOraro mMorar ja ObAarT BUJEHU OT HOBH INPHUSATENIM B YHUBEPCUTETA WU IBK OT
MOTEHIMAJIeH paboToIaTel.

(3) Haii-no6paTa nmpeBeHIUsI CPEIIy TaKOBA ChIbPKAaHUE € Ja HEe Ce KauyBaT CHUMKHU, KOUTO IO
HSIKaKbB HAUMH MOraT Jia peu3BUKaT JUCKOM(OPT B MOMEHTA WM BIOCIEICTBUE. B HHTEpHET, CHUMKUTE U
ChJIbP’KaHUETO OCTaBaT 3a JBJITO U MOraTr Ja ObJaT CBaJSHU W W3MOJI3BAaHU 3a II€JId, ChBCEM Pa3JIMYHU OT
nbpBOHayanHUTe. ChINO Taka, BEJHBXK IIIOM HELIO CE€ MOSBU B MHTEPHET € MOYTH HEBB3MOXKHO TO Ja ObJe
MIpeMaxHaTO 3aBUHATH.

(4) CekcTuHr ce Hapuuya pa3MsHaTa Ha CHOOIIEHMS, CHUMKH WM KIHMIIOBE CbhC CEKCYaHO
ChIIbp)KaHUE MEXIY JBama NapTHbOpH. JlymaTa € chCTaBeHa OT JYMHTE ,,ceKC™ M ,,TeKCTUHI (THcaHe Ha
CbOOLIEHNS Ha aHTTIUICKH). CeKCTHUHIBT:

1. Haii-yecTo Cchabpka pPa3rOJ€HM CHUMKH, HO MOXE Ja ChIbp’Ka U KIUIOBE C JPYro
CEKCYaJIHO ChAbPIKAHUE;

2. e TpaKTUKYBaH KaKTO OT B3PACTHU, TaKa U OT THHHEHHKBPH U TIOHSIKOTA JIeTIa;

3. o00uyaiiHo ce ciy4yBa J0OOPOBOJIHO BBB Bpb3KaTa WK (UIMPTa MEKIY BPbCTHUILIY;

4. Moe Ja I0BEJIe 10 TOPMO3 B HICTUHCKHUSI CBSIT U B MHTEPHET, aKO TaKMBa CHUMKH WJIU BUAEO
OBIaT CHOAENEHH C APYTH X0Pa;

5. MOXE Jla JIOBE/E /0 ONUTH 3a ChbONa3HsABaHE Ha JleTe WM TUHHEHIKbp OT CTpaHa Ha
BB3pPACTEH, KOUTO c€ Hapuyar o1le "'rpyMuHr' (0T aHIVIMICKY - TOATOTBSHE).

(5) MocaeacrBusnTa: Hsima rapanmms, e MOMHYE FIJIM MOMYE B JIaJICH MOMEHT HsIMa J1a PEIIH

Jla CH HampaBH I0-pa3roOJIeHM CHHUMKH, KOWTO Jla HMCKa Ja CHOJEIM C TaJkero cH. BaxHoTo €
JIeTeTO/TUHHEHKBPBT J1a € HasICHO C Bb3MOXKHUTE TIOCIIECTBUS OT CEKCTHHTA, 32 J1a TOMUCIHU 100pe, peu
Jla CTIO/IeNI CBOM Pa3rojieHH CHUMKH:

a. JOpH YOBEKBT, MOIY4YHJI CHUMKATA, J1a HE sl Pa3IPOCTPAaHN YMUIIIEHO, B3MOYKHO € HAKOU
JpyT J1a MonajHe Ha Hes B TenedoHa, Ta0JeTa WK Ha JIanTona My/H, Ciiell KOeTO Jia Pellu Ja s CIOAEIHU B
UHTEPHET;



b. BeAHBX LIOM CE MOSIBAT B MHTEPHET, CHHMKHUTE U BHJICaTa OCTABAT TaM 3a JIbJIT0, aKO HE U

3aBHHATH, 4 U BCEKH MOJKE J]a TY CBAJIM U JIa TH M3MO0J3Ba M0 KaKbBTO HAYMH PEIIIH;

C. Makap B J1aJlecH MOMEHT pa3rojieHUTe CHUMKH Jla M3IJIeXKIaT BhJIHYBAIIU U CEKCH 3a €lIUH

TUHHEHKBD, CIIe]l BpEME T€ MOTaT Jla CE U3I0JI3BaT 32 OTMBIIEHUE OT HApaHEH MapTHHOP IPHU pa3zsiia.
(6) biaoxkupane u curHajgusupane: IloTpeOuTeNAT, KOWTO € pa3NpOCTPaHWII CHUMKATA,
TpsiOBa 1a Obe OIOKHMpaAH U AOKJIAIBaH HAa aIMUHUCTPATOpUTE Ha caiiTa. ChIo Taka MpernopbyBaMe CHUMKATa
Wi BUAEOTO JAa ObAar nokiaaBaHu M Ha [opemata iuHMA 3a 0e€30MaceH HMHTEPHET WJIM Ha OTHEN
"Kubepnpectbmnenus" I'/IBOIL
Y1.18. OnjiaiiH TOPMO3BT MPEACTABIABA U3M0J3BAHETO HA NHTEPHET 32 HAHACSHE HA EMOI[MOHAJIHA
Bpea BbpXY APYrd Xxopa. TOpMO3bT B MHTEPHET MOXKeE J1a pua00ue pazarnuHu popmu. Tol Moke 1a ce ChbCTOH
OT Ch3/1aBaHE HA MOAUTPABATEIIHU BUICOKIUIIOBE WK (alinuBy Npoduiiu B conuannu Mpexu kato Ask.fm,
Facebook u Nucrarpam, caiiToe 3a criofensHe Ha Buaeo karo Vbox7 u YouTube, KakTo U B IPUIIOKECHUS 32
KoMyHHUKanusl, kato Ckaiin u BaitObp, niu B u3npaiianero Ha OOUIHHU ChOOIIEHUS U KOMEHTApH, Ype3 ChIIUTE
TE3U CalTOBE U IIATPOPMH.
(1) Onuaiin TOPMO3BT:

1. e Haco4eH KbM IO-YSA3BUM MO3HAT WM ChYYEHUK, KOUTO MTOHACS HEraTUBHU IOCIIEICTBUS —
YyBCTBA C€ 3JI€, CTaBa 00EKT Ha IPUCMEXH B YUMJIUIIIE, 3aTBAps Ce B cebe cu;

2. MoOe Jaa ce ciyuBa 24/7, 3a110TO HHTEPHET € JOCTBIICH HaBCAKDB/IE U 10 BCAKO BpEME;

3. o0xBaIia MHOTO MO-IITUPOK KPBI' OT XOpa, OCEH IUHCTBEHO CEMEHCTBOTO U NPUATEIINTE HA
MITaJIC)KHUTE, Thii KATO MHTEPHET MPOCTPAHCTBOTO UMa OTPOMEH Opoi MOTPeOUTENH; MOKE /1a 3all0YHEe KaTo
0e300mMIHA 1mIera, HO MOXeE 1a Oble U LIEJIEHACOYEHO OTMBIIEHHE;

4. MOXXe J1a TIpelM3BUKa HEXelaHWEe 3a XOJIeHE Ha yJYWIMIIE W 3a o0llyBaHe, CTpax oOT
U3IMOJI3BAHETO HAa MWHTEPHET, H30JIUpaHe OT JpYTuTe, TPEBOXKHOCT, JOPU TEJIECHHM CHUMIITOMH KaTo
ri1aBo0ose u OOJKH B CTOMAXxa.

(2) HacTpoiiku 3a CHTYPHOCT Ha CHUMKH B COLMAJIHUTE Mpe:ku. YecTo mpenedpersana cTbka
IPU Ch3JaBAHETO HA MPOPUIH B COLIMAITHU MPEXKU WM CIOJEISIHETO HA CHUMKH, € BHUMATEITHOTO pa3riiekIaHe
Ha HAaCTPOMKHUTE 3a CUTYpHOCT. JloOpe € poauTeNsT 1a MOMOTHE Ha MJIaiusi MHTEPHET MOTPeOUTeIN J1a HalpaBu
HACTPOMKHUTE CU Taka, Y€ CHUMKHUTE U IMyOJIMKAIIUUTE, KOUTO TOW/TS KayBa B COLIMATHUTE CH MPEXH, 1a ObAaT
BUJUMH CaMO OT XOpaTa B CNUCHKAa MYy/H ¢ mpusrtenu. Taka, puCKbT JMYHU CHUMKU Ja ObJaT CBAJIEHU U
U3I0JI3BaHU 3a HalpaBaTa Ha KOJaX, WJIM Pa3NpOCTPaHEHU B JPYrd caiiToBe 0e3 3HAHMETO Ha JETETO, Ce
HaMaJIsiBa 3HAYUTEIHO.

(3) lIpexparsBane Ha KOMyHUKanusTa. [[penopbuBa ce 1ETETO /1a MPEKpPaTH KaKTO Pa3rOBOPUTE
C YOBEKa, KOMTO IO TOPMO3M, Taka U Jia CIpe Jia CIeAM HEroBuTe MyOauKauuu v KomeHTapu. Haii-moOpust
BapHaHT € MOThPIEBIIMAT Ja OJI0Kkupa mpoduia Ha BEIPOCHUS YOBEK WM XOpa U Jia JOKJIaJgBa KakTo mpoduia,
TaKka ¥ HEMPHUATHUTE 32 HETO CHUMKH, KOMEHTapH WM nyoiukanuu. [lo To3u HauuH, KOHQIUKTHT HAMA J1a ce
3aCUIT OMBIHUTEITHO, a ChIBPKAHUETO MOXE Ja ObJie U3TPUTO OT aJAMUHUCTpaTtopute. BB Bceku ciydait
TpsiOBa J1a ce 3ama3sT J0oKa3aTejcTBaTa 3a TopMo3a. ToBa MOXe Jla CTaHe ChC CKpPUHWHIIOTOBE (3aCHEMaHE Ha
€KpaHa) WK C U3TETJISIHE Ha ChABPIKAHUETO, IPEAU TO Jja ObJIe U3TPUTO OT Ch3AATEINS MY, B OITUT Ja Ce Mpearasu
OT IOCJIEJICTBHSI.

(4) Aura:xkupane Ha cpenara. TopMo3bT € rpynoB ¢eHOMEH. BbIpeku dye Hali-BUIUMUTE
YUaCTHUIM Ca MOTHPIIEBIINS/MOTHPIEBIIATa U HACUIHHUKA, B IEHCTBUTEIIHOCT UMa U JAPYTU BHBICUEHH XOpa B
CUTyalusiTa — TMOJJAPHKHULIKM Ha TOpMO3a M 3allUTHULIM Ha OHENpaBlaHMs, NAacHUBHU HaONIOAaTEeNH,
CUMMATH3UPAIIU Ha KepTBaTa WK 3a0aBIsBaIIM C€ OT CUTYyallUATa, TOKpaik KOUTO TOPMO3BT CE€ CIIyUBa.

Yn.19. Kpaxbara Ha npodu mpencTapiisBa MPUCBOSBAHETO HA YUY MOTPEOUTEICKUA MPOQPHI B
CcOIMaJIHa Mpexa, aTdopma 3a oduryBane (Hanpumep Facebook, Youtube), enekrponHa nora wim apyr cauT.
Kpax0Oata craBa Bb3MOXKHa Upe3 BiIM3aHe C MIpaBHJIHATA MapoJia U HelHaTa MoAMsIHAa ¢ HOBa M HEHW3BECTHA 3a
YOBEKa, Ha KOTOTO MpUHAIeKH rpoduia. Be3mMoxkHO e cnen kpaxk6ara mpoduirbT J1a ce U3MoII3Ba 0e3 3HAaHUETO
U CBIJIACUETO Ha IbPBOHAYATIHUS COOCTBEHUK. AKO Ha JIeTe MO/ 3aIbJDKUTENIHATA 3a TOBEUETO COLIUATHI MPEXKU
BB3pacT oT 13 roauHu ce cb3naBa coOcTBeH mpodui BeB Facebook, muoro e BaxkHO mpu n300pa Ha BB3pacT Ja
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ce n3bepe noxa 18 roguHM, THH KAaTO 3a HEM'BJIHOJIETHUTE MOTPEOUTENN MMa Ba)KHU JOMBIHUTETHU 3allUTH.

(1) Kpaxo6aTta Ha nmpodur:

v/ BKJIIOYBA CMsIHATA HAa OPMTMHAIHATA [TApoJia, Taka 9e COOCTBEHUKBT Ha Mpo(duIIa 1a He MOXKe JIa Bie3e B
HEro;
MO’Ke Jia BKJIFOUBA U CMsIHATa Ha UMENI-ajipeca, C KOMTO € perucTpupan npouisT;
MoOe J1a Ob/Ie 4acT OT OHJIAiH TOPMO3;
MOJKe J1a JoBe/Ie 10 MyOJIMKYBaHETO Ha CHUMKU U KOMEHTapH, KOUTO COOCTBEHUKBT HE OM MyOJIMKyBa,
WIN 10 pa3lpamlaHeTo Ha CHhOOIICHHS C HEMPUSATHO ChABP)KAHHE, OOMIM WM 3alljlaXy 0 CIIHUCHKA C
OpUITENU Ha podua.

(2) Cwuana napoaa. Haii-yecto kpaxOuTe Ha mpodWiid CTaBaT 3apajy JISCHO pasrajaeMma rnaposia

WIH CIIOZIeTISIHE Ha maposiarta ¢ Apyru xopa. Ha mbpBo MscTo, 100pe e maposara fa 6bJe J0CTaTh4YHO CIOXKHA U
TpyzaHa 3a pa3ouBane. KakBo o3nayaBa ToBa? Ts TpsiOBa 1a ChabpKa MUHUMYM 8 CUMBOJIA, OT KOUTO TJIABHU U
MaJku OyKBH, HU(PU U 3HAIM, KaTO € MPENOPHbUUTENIHO U 1a He ObJie cBbp3aHa Tyma. Ha BTropo MsacTo, nmapoiara
e moOpe /1a ce 3Hae caMo OT COOCTBEHHMKA HA PETUCTPHUpAHUS MPOPWIT U Ja HE CE CIOJAENS C HUKOTO, OCBEH C
poautenure. Tperara mpenopbka € mapoJsiata Jla ce CMEHsl JOCTaThbUHO 4YecTO — MOHE BeAHBXK Ha 6 Mmecena.
UeTBBbpTO - CUIIHO MIPENOPHUYUTEINIHO € J1a C€ U3IO0I3BAT PA3IMYHU apOoJIK 32 Pa3IMUHUTE PETUCTPALIUY Ha JelaTa
(BaKHU W 3a TOJIEMUTE) - 110 TO3U HA4YMH, KpaxkOaTa Ha equH Npodul € Io-MajIKo BEpOsSTHO Ja 0BeAe 10 Kpaxoa
Y Ha JPYT, B pa3JIN4YeH CauT.

(3) Hdombanurtenen mmeitn agpec. Bes Facebook moke na ce mo6aBu BTOpU HUMEHI aapec KbM
npoduia, Taka 4e ako CIly4aifHO mapoJiaTa ¥ OPUTHHATHHUAT UMEI OBbIaT OTKPaJHATH, MOXKE J1a CE TIOMCKA CMSTHA
HAa MapoJiaTa Mpe3 ajJTepHaTUBHATA MOIIA.

(4) Jluuna wuHpopmanusi. I[IpenoprunTEIHO € AETETO Ja CHOACTHS BB3MOXKHO Hal-MajKo
uH(popMalus 3a cedbe cu KaTto ume, TenedoH, aapec, yUIINIIE, CHUMKH.

Yn.20. KpaxbaTa Ha JIMYHM JAHHM € BUJ KOMIIIOTHPHO IPECTBILIEHUE, IIPH KOETO c€ MpU00uBaT

YY1 JTUYHU JaHHH, ¢ 1ed (UHAHCOBAa M3MaMa WJIH 3J10yMoTpeda, KaTo TerjieHe OT U U3Mpa3BaHe Ha OaHKOBa
CMETKa, WU KaHJAWJAaTCTBaHE U MOJyyaBaHE Ha KPEAUT OT 4yX10 UMe. Ta3u onacHOCT, 0 IPUHLIUIL, HE 3acAra
MO-MaJIKUTE Jella, KOUTO He MPUTEKaBaT JIMYHU JOKYMEHTH, 0aHKOBU CMETKU WJIM KapTu. Berpeku ToBa, mpu
TUHHEHKbpUTE HAJ 14-roguIiHa Bb3pacT TO3U PUCK CTaBa aKTyaJeH.

v Kpaxbara Ha JIMYHH JaHHH ce Hapuya omie GUImUHT (0T aHTIMiickara ayMa 3a pubonos). Hait-uecto
BKJIIOUBA MCKAHE HA JIMYHU JAaHHU, IOJI IPETEKCT 3a OOHOBsABaHE Ha Oa3aTa JaHHU Ha OaHKa, OHJIAHH
MarasuH, pa3IulalaTeIHa CUCTeMa, UCKaHe Ha IaHHU 3a OHJIalH NMpoduI1, Mo/ MPETEKCT 3a OJIOKMPAHETO
My, IpoJaxx0a Ha CTOKH, IIPaBEHE Ha JIapEHMUE;

v Kpaxbara Ha ITHYHU JaHHU Ce MPaBH YECTO MOCPEIACTBOM (DAIIIMB MMEWI OT MMETO HA ChOTBETHA
(uHaHCOBA WU MPECTHKHA UHCTUTYIIUS WJIM KOMIIAHUS.

(1) AnTuBHpYycHa nporpama. [IpenopbUnuTEIHO € HHCTATMPAHETO HAa AaHTHBUPYCHA MPOrpama Ha
TUYHUS KOMITIOTHD. [Iporpamara ckanupa u oTcTpaHsBa BpeaeH codryep (BUpPYyC), KOMTO MOXKE Jla Ce CI00HE C
[apoJii U JIMYHM JIAaHHM, 3allaMETeHU B KOMIIOTbpa. Bceku cBajieH OT MHTEpHET, WIN MOJy4YeH OT BBbHILIEH
M3TOYHUK (pailil, 3aAbJHKUTEIIHO TPSIOBA /1a ce CKaHUpa MPEeIu OTBapsHE.

(2) Bepuiken umeids. ChliecTByBaT U3MaMH, KOMTO MO MPETEKCTa 3a CHELIHOCT WM BaXKHOCT,
M3HMCKBAT OT MOTPEOUTENUTE Aa MpenpalaT noJydyeH!sl UMEilsl Ha TeXHH no3Hatu. Haii-uecto, mo To3u HauuH
ce pa3npoCTpaHsBaT KOMIIOTHPHU BUpycH. TakuBa MOKaHU 3a Mpenpaliane TpsoBa a ce UTHOPUPAT.

(3) OrkpaanaTn 6ankoBu ganuu. [Ipu kpaxOa Ha GaHKOBM JaHHU TPSOBA BEIHAra J1a Ce ChOOIH
BbB (PMHAHCOBAaTa MHCTUTYIIMS, 32 Ja C€ 3aKpHUe JOCTBIIBT JJO CMETKATA.

(4) OrkpagnaTu Ju4YHU JaHHU. B TakbB ciydail TpsiOBa na ce choOmm B MBP u npyrure
MHCTUTYLUH, u3anu nanaute (Hanpumep KAT 3a modropcka kamkka). [lorspeere cpaeiictsue u ot I'/IBOIL

(5) Urpu cbe 3amnamane. Hsikon m3MamMu B WMHTEPHET C€ BB3IOI3BAT OT HEOMHTHOCTTA U
KeJTaHMEeTO 3a 3a0aBlieHHE Ha MAJIKUTE Jiella WM MJIaJu Xopa. I3MaMHUIUTE Ch3/1aBaT, UM C€ BH3MOI3BAT, OT
OHJIAliH Wrpa, 3a Ja yoenar HeilHuTe moTpeOuTeNnH Ja IUIaTdT, 3a Jla Moixydyar OOHYyC TOYKHM WM JAPYT BUJ
Harpaau B urpara. Yecto te3n mzMamu ce cayusar npe3 CMC, u 3HauMTENHO yBeauW4aBaT CMETKaTa 3a

ANENEN
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MOOUITHUTE yCciIyTu. B TakuBa ciyyau € BaxkHO Obp30 /1a ce CUTHaJIM3upa Ha MOOUITHUS JOCTAaBYMK 32 HOMEDPA,
Ha KoTo Aenara 3a usnpamanu CMC, u Toit 1a 6bae GJI0KupaH.
Y21 Poaurenure € BaXHO M HEOOXOAMMO J1a IOMOTHAT Ha JIeIaTa J1a U3rpajsiT yMEHUS 3a OOlTyBaHE

u OopaBeHe ¢ OrPOMHO KOJIMYECTBO MHPOPMALIUs, aKO HCKAT Te J1a ca B 0€301acHOCT.

(1) Otaenere Bpeme aa cbpupare 3ae1H0, 1a H3CJICABATE HOBU ITPUIIOKEHHUS U CAUTOBE UJTH J1a
UrpaeTe 3aeHO Ha JooumuTe My urpu. JloctarbuHo € 1opu ako Bu pa3ka3Ba u 1okas3Ba KakBU UT'PH XapecBa
U Kak ce urpasr. Ako u Bue oOuuare na urpaere — npekpacHo! ToBa e uyaeceH HauMH Ja pazdepere KakBoO
npaBu AeteTo Bu B MHTEpHET, ¢ KOro U Kak o0mryBa TaM. Taka u Bue 1e cte mo-ocBeIOMEHH U 1€ U3TPpajuTe
MO-roJisiMa OJIM30CT U JOBEpHUE C IETETO CH U BbB BUPTYaJHUS CBST.

PasroBopuTte € mo0Ope n1a ce mpeBbpHAT B 00MYaifHA YacT OT OOIIyBaHETO ¢ aeTrero. M30sareaiite
CUTYaIlUU THII ,,[TOJIMLIEHCKU pa3nuT*. 3a eiTa e 400pe BhIIPOCUTE J1a HE Ca OCHIUTEINHH, a J1a ca
TO0OpOHAMEPEHH | Ja MOKa3BaT HCKPEHa 3aMHTEPECOBAHOCT M JII0003HATENHOCT. ETO HAKOJIKO BBIIpOCa, KOUTO
Ouxa moriu na Bu Opxar or mmoisa:

1. KakBu caiiTtoBe W mpuioxeHus nocemanam? Paskaxu mu moede 3a Tiax. ([JoOpe e emun
0100€H pa3roBop Jia 3al0YHe HEMPUHYIEHO U €CTECTBEHO.)

2. C xakBO ca TH MHTEPECHH TE3U CAWTOBE U MPUIIOKEHUS?

3. Hcka nu ce peructparnus, 3a Aa Bie3enl B TIX?

4. KakBO OCBEH MMEHJ € HYXKHO, 3a Jla ce peructpupaim ? (amu callThbT M3HCKBAa UMe, ajpec,
TenedoH, Apyru InyHU faHHU? ToBa e ynauyeH MOMEHT J1a pa3KakeTe Ha JIETEeTO KaKBo ca ,, JIMYHU JJaHHU, KOU
He e A00pe 1a ObAaT MyOoJIMKYBaHU U KO MOKE J1a CIIO/IEIISE B UHTEPHET).

5. Xaiige ma pasrienaMe 3a€HO KaKBU ca B3MOXKHOCTHTE 32 HACTPOWKH Ha mpoduia tu? A Kak
MO>KEI] J1a HOTHPCUIL TOMOII] UJIN ChBET?

(2) Ot TexHuYecKa IJ1eIHA TOYKA MMa HAKOJIKO HAYMHA J1a TOBUIIMTE CUTYpHOCTTA 3a Barero

neTe:

1. Wucramupaiite npuctaBkata WOT (Web of Trust) kbM Opay3bpa Ha HACTOITHHS KOMITIOTBP
WIH JIaNTON, KOWTO M3MOJI3Ba JeTeTo BU. Ts Mapkupa (Ha mpuHIMNA Ha cBeTodapa — 3€JeHO, KBITO,
YepBEHO) HUBOTO Ha OE30MAaCHOCT HA BCEKU CAHT, KOMTO CE MOSBSIBA IPU ThPCEHE, B COLUATHUTE MPEKH
WIH TIPH IPYTH MTyOTUKaLKK.

2. 3a moOuHHTE ycTpoiicTBa (cMapThoH U TabseT) Moke a nHctanupare Dolphin 6pay3sp,
KOITO € curypes u 1o6pe 3amuTeH, win aa uzrernure WOT kato oTienHo NpuiIokKeHue.

3. Ilpu Haii-mankute aena (1o 9-10 roxuHw) nMpenmopbrYBaMe U3MOI3BAHETO HA IPOTPAMU 32
POIMTEICKH KOHTPOJI, C yrOBOpKaTa 4e IbpBO OMBa pasroBoOp C JETETO, B KOMTO J1a My pazKakeTe 3a TAX U
C KakBO My Iomarar - u3beperte npaBuiHara 3a Bamero gere u Bac camure nporpama Tyk.

4. Axo nomsBare Windows 7,8 uiu 10 Moxere fa cb3aajere JeTCKH NPOQUI Ha AETETO CH.
Nudopmanusra kak Ja HampaBUTE TOBa, KAKTO M MOBeYe MHPOpPMAIUS 33 OCHOBHHUTE CTBHIIKH, KOUTO
poauTenuTe TpsOBa Ja MpeAnpUeMaT KOraro IyCHAT JETETO CH 3a NPbB IBT B Mpexara, MOXeTe Ja
HamepuTe B HapbuyHMKa "Kak /1a He 3aryOuM JIeTeTo CU BbB BUPTYaJIHUA CBAT'.

Yn.22. OCHOBHHU ITPABUJIA U HACTPOMKH BbB FACEBOOK

(1) MoBepureanocr (Privacy)
Ot To3m pa3zen Moxere na HacTpoiiBare: Koii Bmkna myOaukanuure Bu?, Kol Moxe 1a ce cBbp3Ba C
Bac?, Kol Moxe 1a Bu Thpcu 1o uMmein win tenedgon? IlpenoppuntenHo € 1a HanpaBUTE HACTPOMKUTE
CH Taka, ue MyOJUKAI[MUTE BY Jla ca BUJAMMHU CaMo 3a MpHsTeanTe BU BbB Facebook.

(2) IneBHux u oroensizBane (Timeline and Tagging)
OT TO3M pazzen MOXeTe Ja OrpaHUUYUTE IPYrUTE XOpa Ja MOCTaBAT Ha BalllaTa CTEHA W J1a BKIIOUUTE
0/I00peHHe OT Ballla CTpaHa, Mpeau JajeHa MyOJIMKaIus, Ha KOSATO CTe OTOENsI3aHu, /1a C€ TOKa3Ba B
npocduna Bu. ToBa ctaBa ot "Koii Moxke na 106aBst Hemia B AHeBHUKA MU". O100peHneTo Ha CHUMKH, Ha
KOUTO CTe OTOesNsA3aHu, MOXKeTe /1a BKItounTe oT "Kak aa ynmpasisBaMm oTOENSI3BaHETO OT JIPYTH Xopa U
peUIoKEHHTa 3a 0TOensI3BanHe" .

(3) Curnanusupaii/biokupaii



Ha Bceku mpodwr B moyHMS €CeH BI'bJ Ha Kopuiara (cover) uma OyToH. Haruckaiiku ro, w3nmsa
Majano MEHIO, YUUTO TocienHu aBe onuuu ca: Curnanusupait/bnokupaii (Report/Block) u IIpemaxau
ot npusrenu (Unfriend).

Korato m3bepere Ta3m omnmusi, Moxxkere aa mzdepere 1 oT 4 neiicTBUS CHPSMO KOHKPETHHS
npodu:

1. Unfollow — usima fa Bk 1aTe moBeye HOBHHHU OT mpoduia, HO Iiie MPOIb/DKaBaTe Ha ObIeTe
NPUATENN U ChOTBETHO MPO(HIIBT Ja BUXK/IA BAIIUTE MyOJINKALIUY.

2.Unfriend — npodmisT e Ob/ie U3BBH JHCTATa BU C IPUATEINA U CHOTBETHO HSMA IIe ObJIe
JIOITyCHAT caMo JI0 yOJinyHaTa HHPOpMaIus 3a Bac.

3. Block — HuTO BHE, HUTO PODWITBT 11Ie MOXKETE Ja CE CBBP3BATE SIIUH JPYT WM Ja BIKAATE
nHpopmarus 3a cede cu.

4. Submit a Report — moxere a CUTHAIU3UPATE ChAbPIKAHUE, TIOCTABEHO OT MPOouIIa, HITH
camus npodmia. M30upaiiku na curHanmmsupare npoduia, TpsOBa Ja YTOYHHTE 3a KAaKBO IO
curHanmsupare. Be3aMoxHoCcTUTE ca:

v IIpopuasT usnoassa gpanmmso ume — Facebook crumynupa ceourte norpedbuTenu aa
M3II0JI3BAT UCTUHCKUTE CH MMEHA.
v" YoBeKbT € Jpa3Hell — M30Mpaiiku TOBa OIIaKBaHE, € HEOOXOIUMO JIa JIOYTOYHHTE OIIIE,
M30Upaiiku OT 3 ONIUHU:
+ l3mpama cnaM NoKaHH 3a HPUATENCTBO.
# ll3npamia cnaM choOIIEHHS.
+ [ly6nukyBa JpasHely Hela.
v" YoBeKbT Ce MPECTPYBAa HA MEH WIM HA HAKOTrO, KOrOTO IO3HABAM — M30€epeTe Jaiu
npodWIBT e TPECTaBs 3a Bac, Balll IPUSATEI WINA U3BECTHA JIMYHOCT.
v TIpodpuabT my0IMKyBa HEMOAXOAAINO ChAbpPKAHUE:
+ Henonxonsma npouiiHa CHUMKA.
# CekcyanHu.
* Jlpyro.
v To3u npodu e pammuB — TOBA 03HAYABA, Y€ MPOQGUIBT € Ch3/1aJIEH, 32 J]a TOPMO3H Bac
WJIN APYT YOBEK.
v' Tlpopuant npeacraBsi  Oum3Hecmsam  opranm3anmsi — Facebook nacwhpuaBar
OpraHu3alMMUTe U UHCTUTYLIMUTE JIa CU Ch3/1aBaT CTPAHULIM, a HE TPOPHIIH.

Ya.23. BUJOBE BUPYCHU BbB FACEBOOK

(1) Facebook Bupyc ¢ 1eTCKO MOPHO € OIacHO NPUIOKEHHE, KOSTO IIUpKyupa BB Facebook mos
¢dopmara Ha mopHOTrpadcKku Kimmuera. M3rmexna cskam chOOIIEHHETO, KOETO ChABPKA MPUKAYEHOTO
BUJICO, € M3MpaTeHo oT Bam mpusiten u e Ge3omacHo. Bbrnpeku ToBa ciesl oTBapsiHEe cTaBa sICHO, Y€ €
CBBP3aHO C JIeTCKa nopHorpadus. Hsixon kepTBU CHOJEIAT, Y€ ChAbpKa (hpa3a KaTo
»[aenail ToBa ako cu JrobonuTeH. BeaHbXK OTBOpPEH, BUPYCHT aBTOMAaTHMYHO ce cBbp3Ba ¢ Facebook
npoduia Bu u cnonenst ToBa Buzeo ¢ Bcuukute Bu Facebook mpusitenu.

(2) Facebook Bupyc 3a cMmsHa Ha [BeTa ¢ KOBapeH BapuaHT Ha Facebook Bupyca, KOWTO ce
OCHOBaBa Ha CHOOIIEHHE, MpeJyIaramo jaa MpoMeHuTe (OHa Ha COIMAIHAaTa MpeXa Ha PO30B, YEPBEH,
YyepeH Wi Apyr UBAT. ChII0 KaTo APYrd THUIIOBE HA Ta3M 3apas3a, U TOBa MOJKE JIa MOMa{HE BbB BXOAAIIaTa
Bwu xytust oT HIKON OT KOHTaKTUTEe BH, KOWTO CBIO € OMIT Mo/IBeIeH OT ToBa choOmeHne. OOMKHOBEHO
BKJIIOYBA 3JI0BPEJICH JIMHK, KOMTO IoMara Ha M3MaMHHMIIM Jia TOJIydaT MoBede TpapuK KbM TSIXHO OHJIAHH
npoy4BaHe. AKO KITMKHETE Ha TO3M JIMHK, 1€ MPATUTE TOBA ChOOIICHNE Ha BCHUKUTE CH KOHTAKTH.

(3) Facebook Bupyc ¢ npeanoxeHue 3a MPHUATEICTBO € OINacHa 3aruiaxa, KosTo IMpalia MoKaH! 3a
IPUATEJICTBO OT aKayHTa HA MOTPEOUTENs 10 HEMO3HATH XOpa, UM AOPHU MO-JIOIIO, TAKMBA, KOUTO BEue ca
O6unm O610KkupaHu OT moTpedutensd. Vima naHHU Ye MOHAKOra BUPYCHT M3MsBa Jia u3nparu nosedye ot 100
NIOKaHU Ha cilydaiiHM xopa. llenTa mpu cb3aaBaHeTO M M3MOJI3BAHETO HA TOBA BCE OIIE HE € pa3KpuTa.
Brrpekn ToBa HAKOM €KCIIEPTH TBBPIAT, Y€ TO3U BUPYC MOXKE J1a CE€ U3II0JI3BA 32 IPEB3EMAHE HAa KOMITIOTPH,
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U3KITI0YBAHE HA aHTHBUPYCHU MPOTPaMU M MOI00HU ICHHOCTH.

(4) Facebook Bupyc 3a aBTOMaTW4HO MyOJIMKyBaHE HA CTeHaTa ¢ KHOepUH(EKIus, Ch3AaacHa 3a
NOBHIIAaBaHE Ha TpaduKa KbM KOHKPETHH JoMeiHH. OCBEH TOBa MOXKE HEraTMBHO Ja CE€ OTpa3H Ha
CHUTYpHOCTTa Ha KOMITIOThpPA U Jla C€ OINUTa Ja OTKpajaHe Ju4yHa uHpopmarms. BupycsT kapa xopata na
nocenraBat yeocaiTa KaTo IOKa3Bar MoJIBEXK/IAII0 ChOOIIeHNE, KOSTO TJ1acH ,,Haii- cekcanmmiHoTo B1Ieo Ha
BCUYKM BpPEMEHA™ WIM JIp. U BKIIIOYBA JIMHK, BOJEIl 1O HEW3BecTeH cailT. OCBEH TOBa aBTOMAaTUYHO
nyOJIMKyBa Ha cTeHata Bu u ce pasmpocTpaHsBa 1Mo TO3M HaYMH. AKO BHIUTE TOJJOOHO CHOOIIEHUE, KOETO
CsIKalll € MmyOauKyBaHo oT Bam npusiten, TpsiOBa 1a ro mpemMaxHeTe OT CTeHaTa cu He3abaBHO.

(5) Facebook Bupyc mo cwoOriienusita ¢ Apyr BapuanT Ha Facebook Bupyca, KOWTO ce
pasmpocTpaHsiBa upe3 yar nposopena. To3u BHpYC M3CKada ChC CHOOIIEHHE, KOETO csKaml € oT Barm
NPUATEN ¥ BKIIOYBA HOPMAIHO M3IJIeXKAaNl JIMHK. Pa30upa ce HuKora He TpsOBa Ja KIMKBATe HA JIMHKA,
3a110TO TOW MH(pEKTUpa KOMIIOTHPa Bu ¢ BUpyc, crmocobeH Aa N3KIII0YN aHTUBUPYCHATA U J]a CBAJTH JIPYT
maiyep Ha cucremara Bu. Paz0Oupa ce, ako KJIMKHETe Ha JIMHKA, TO3M BUPYC IIe NPOJBIDKH Jla ce
pasmpoctpansiBa upe3 Bamms Facebook akayHT.

(6) Facebook Bupyc upe3 mokaHu € pa3jindeH BH] BUPYC, KOWTO ce pasnpocTpaHsaBa u3 Facebook
oT roauHu. PasmpocTtpaHsiBa ce upe3 MMeWnIn U TabioTo 3a choOmeHus Ha Facebook m croOmaBa 3a
OTpPOMHA OINACHOCT Ha COIMAJIHATa MpeXka. 3a Ja CMe MO-KOHKPETHH, TO mpeaynpexnasa 3a Facebook
3ariaxa, KOsiTo U/IBa KaTo ChOOIIEHHE C MPUCTaBKa, HapeueHa [lokana u ,,0TBapst OnuMITUICKH (aken u
npes3ema 1510To C Ha KoMIIoThpa Bu“. Beiipeku ToBa HAIIMTE SKCIIEPTH 110 CUTYPHOCTTA Ca YCTAHOBUIIH,
4ye TOBa CBHOOIICHHE CBHIBPKA TPOSHEN M APYrHM BUAOBE BHpPYCH. TpsOBa 1a mpemMaxHETe TOBa
U3MaMHHYECKO ChOOIIEHHE BEAHATA [IIOM TO MOJIYUHUTE.

(7) Facebook mpeciensari Bupyc € ormacHo Facebook nmpuioxenue, KOeTo ce pa3npocTpaHsBa 13
conpaiHaTa Mpexa. [IpuHauiexu Ha U3MaMHHIIM M CE U3IT0JI13Ba 3a KpakOaTa Ha JInYHaTa uH(popMaIus Ha
noTpeOUTENH, a He 3a J1a oKa3Ba Ha XOopTa Koi TaiiHo riena TexHus Facebook mpogun. Ako ce xBaHere
Ha Facebook mpuioxxeHueTo 3a mpeciieiiBaHe, IIe ObJIETe NMPEHACOUCHU KbM 3JIOBPEICH CAWT, KOWTO
U3MJIeKIa KaTo THUNHWYHATA HadayHa cTpaHuna Ha Facebook. Moms, HE BBBeXmaiiTe nudHaTa CH
uH(pOopMalIMs TaMm, 3aIl0To 111 5 3aryoute, kakto u Facebook akaynra cu!

(8) Facebook ,,hahaha“ Bupyc ¢ mociennara Bepcusi Ha Facebook Bupyca. ToBa e cepruo3en mainyep,
KOMTO ce pa3mpocTpaHsBa ype3 colMaliHaTa MpeXka M ce M3MOJ3Ba 3a MPEBPBIIAHETO Ha KOMIIOTHpa B
MarrHa 3a ONTKOMH MalHUHT. BeTHBK ciiesl KaTo Hakapa )KepPTBUTE CH JIa CH CBAJIT 3JI0BpeIHUs .Zip daiin,
3aroyBa CEpuO3HM 3a0aBSHUS HA KOMITIOThpa M MOJOO0HM mpoOiiemMu. MoJsi, HE MO3BOJIABalTe Ha TO3M
31moBpesieH codTyep a octaHe Ha KOMITIOTHPa Bu, 3a110To He ce 3Hae 3a KaKBU 3JIOBPEIHU ACWHOCTH IIIE Ce
U3I10JI3BA.

Yn.24 3amuTa oT HelKelaHA eJIeKTPOHHA MOoIa

(1) He mposiBsiBaiiTe MHUIIMATHBA 3a MOJy4aBaHe Ha e-mail mUcMa, HHTEPHET CTPAHHUIH, KOUTO
npeziarat 0e3IUIaTHH WM HeOEe3IUIaTHH YCIIYTH U CTOKH, YEeCTO MpEe Iarally Ja BU U3MPATAT MPOMOLIUH TI0
email. OTkaxkeTe TakaBa yclyra.

(2) Pasnagaiite e-mail aapeca cu camo npu Hyxaa. Korato nmaBare rmo evH Win Apyr moBoj e-mail
ajipeca CH, ce 3alUTalTe CIeTHUTE JIBE Hellla: IbPBO Jajld OpraHU3alusaTa WK YOBEKBT, KOUTO IO MOJTyyaBat
IIe BU M3MpaTH HeXelaH e-mail; Bropo Moxke 1 1a pasuurtate, ye e-mail agpecsT BU HAMa 1a ObJe AacH
Ha TpeTo Juie. AKO M Ha JBETe OTTOBOPBT € ,,Ja”, MPOCTO HE CH JaBaiiTe ajapeca WM JalTe HAKOM
BTOPOCTETICHEH.

(3) He orroBapsiite Ha Hexxenana noma. Hukora He oTBapsiiiTe MpUKaYeHU (GailiioBe B ChOOIICHUS
OT HETO3HAT u3Ipaniad.AKo He MMO3HaBaTe UMETO B MOJETO ,,OT” HEe OTBApsANTE MpUKadYeHU (aii.

(4) Akxo momyunTe HEOUYaKBaHO CHOOIIEHUE ChC CTPAHEH MpUKaueH (ailyl 0T MO3HAT M3Mpamiay, TO
Ou MOTJIO J1a ChABpPKA BUPYC. MHOTO YepBer CE Pa3MpOCTPAHSBAT 10 BCHYKH KOHTAKTH, KOUTO HAMEPST B
nomfaTta Ha 3apa3eHusi KOMIIOThP. TakuBa ChOOIIEHUsI YECTO UMAT CTPaHHA TeMa WM UMe Ha MPUKAYCHHS
¢aiin. YecTo TOBa € MIETOBUTO CHOOIIEHHE, HAChPYABAIIO TOTYJaTeNs Aa BUAM KaPTHHKA WK JIa IPOYETe
NpUKayeH TEeKCTOBU (hais. BuHarm wu3MckBaiiTe MOTBBpXKICHME OT U3Mpaljaya Mpeaud Ja OTBOPHUTE
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CHOOIIEHNE WJTH TIPUKAYeH (aill OT TaKbB BU/I.

(5) IIposepsiBaiiTe MBIHOTO UME HA TpHKaueHUs Gaiin. CKpUTHTE pa3IIUpEeHHs OT UMETO Ha (aiina
Morar ja Bu 3a0mynar n1a oTBopuTe 3apa3eH npukadeH (aiisr ot umeiina. BuHaru nposepsiBaiiTe qam UMEI
NPUII0KESHUETO MTOKa3Ba IbJIHOTO MME HA IPUKaYeHUs (paiiia, BKIIOUUTETHO pa3iinpenneTo. Bupycu u yepen
MoOraT Jia ce ChbABPKAT BbB (ailyioBe, KOUTO U3IJICKAAT KATO KapTHUHKH, HApUMED ¢ pasuupenue .jpg. Ho e
BB3MOKHO JIa UMaT CKPUTO pa3lIMpEeHHe, KaTo .eXe WIM .vbs KbM UMETO Ha (aiia, KOeTo O03HayaBa, 4e
npukaveHus (aiiin He e KapTUHKa, a IPorpama, KosITo I1e C€ CTapTUPa IIOM C€ OTBOPU MPUKaYeHUS (aii.

(6) Buumanaiite ¢ (anmMBUTE MPEIYNPEXKICHUS 3a BUpYcH. DallMBUTEe NMPEAYNPESKACHUS 3a
BUpYcCH ca u3BecTHH Kato "hoaxes". ToBa e BUJI BEpUIKHO MHCMO, KOETO MOJIBEXK/1a MOTPeOUTENNTE J1a BIPBAT,
4e ca MOJIyYMJIM BUPYC U I'M HachpuaBa Ja MPenpaTarT MpeaylnpekIeHUeTO Ha BCEKH, KOTOTO I103HAaBAT.

(7) He otBapsiite ciam. Mmeiin, chabpikall HeKelaHa pekjiaMa, MOXKe Ja Obje H3MOJI3BaH 3a
npeHacssHe Ha BHUpycu M 4epBed. OT ChOOpaKEHUsS 3a CUTYPHOCT, OWM TPSOBAIO Ja M3TPUBATE BCHUYKHU
peKJIaMHM ChOOIIEHHS OT HEeTO3HAT U3IIpallay BeHara 0e3 Jia ru oTBapsTe.

(8) He msmon3BaiiTe camo ejHa MOILICHCKA KyTHsl 32 BCUYKO. HarmpaBere cH HSKOJKO pa3n4yHU
MOIIM U TW pa3jesieTe Mo npeaHazHayenue. Omnpesenere moHe Mo eHa OT/AeIHa MOIIeHCKa KyTus 3a:

1. nu4YHa KOPECTOHACHIIHS;

2. ciyxeOHa KOPEeCIOH ICHIUS (aKo UMaTe TaKaBa);

3. perucTpainyu B CaliTOBE B WHTEPHET, W APYrH IyOJHMYHU MeECTa, KOMTO HE ca OT OcoOeHa
Ba)KHOCT.

4. peructpauus BB (hopymMu

(9) U36srBaiiTe aAa mpenpaniare MUcMa MKy BaIIMTE MOMCHCKU KYTHH.

(10) H3z0srBaiite ma mpenpainaTe MUCMa J0 HAKOJIKO YOoBeKa eIHOBpeMeHHO. OCOOCHO TakuBa, OT
Tumna "mpernparere ro 0 7 4OBeKa U IIE BU CE€ CIy4YH Hemo XybaBo" miu "momMorHeTe Ha OOJHOTO MU JIETe,
KaTo IperpaTUTE TOBA IMCMO HA MHOT'O XOpa, €11 KO CH 111€ MU JIaJi€ 33 BCEKH 3 uMeilna 5 ieHTa (IpuMepHo).
Te3n mmcma ce pa3mpocTpaHsBaT C el CbOMpaHe Ha JACWCTBUTEIHM HMEWT aapecu, Tbi Karo IMpu
Ipernpaiiase, KbM MUCMOTO C€ J00aBAT aBTOMATUYHO U aJpecuTe Ha NpeaHuTe noiaydarenu. Ciuen HIKOIKO
Ipernpalianys, B €HO TaKOBa MUCMO C€ ChOUpAT HAKOJIKO CTOTHIIM PEATHU UMEWUI aapeca, KOUTO Cle]l TOBa
ce mpojaBar Ha GUpPMH 3a CrIaM.

(11) Komnupaiite TekcTa U ro U3mpareTe Kato HoBo miucMo. He npemnpaiiaiite IpeIHoTo, BBIPEKH Y&
€ MpUMaMJIMBO Mo-JiecHO. Taka 11e npeana3ute NpUsTeInTe Cu OT Obel] cram.

(12) Axo mopaau HsKakBa MPUYMHA THPKUTE Ja MPEHPATHTE OPHUTHHATHOTO IMHCMO, CIIOXKETE
anpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKO# OT MOTy4YaTeIMTE HsIMA Ja BUAM aIpECUTEe Ha
npyrute nony4arenu. IlpuunHaTta 1a ro U3mnoi3Bare He € Jja CKpUeTe MojydaTesuTe eAUH OT JpYT, a Ja T
npeanasure, B cilydail 4e aJpecHaTta KHUra WM eJIeKTpOHHATa I0Ila Ha HAKOM OT TAX CTaHe JAOCTHIIHA Ha
cnaM-00T (HanmpuMmep Nopajau BUpycHa MH(EKIH Ha KOMIIOTbpa My).

(13) Ileyanda ot JioTapus: He cTe crieyenin. CriaMbpUTe H3MOJI3BAT HA-PA3THYHH IPHMAaAMITUBH
3arjaBUs Ha MHUCMAaTa, 3a Jla HaKapaT MoJydareis Ja T OTBOPH. MHOro MOTpeOMTEeNd HauCTUHA OTBApAT
no00Hu ucma. Jlopu ciaen oTBapsHETO BeHAara Ja o U3TpUeTe, CaMoTO OTBapsiHE Ha MUCMOTO OU MOTJIO J1a
HOTBBP/IU, Y€ ajjpeca ChIECTBYBA M BUE CTE I'O MOJIY4MI. 3aTOBa MPOCTO CBUKHETE C MUCHJITA Ye:

1. He crte cnedenmnu notapusita Ha Yahoo, Hanuonanmnarta notapus W HHUKOS Apyra

JI0Tapus, B KOATO HE CTE y4acTBaJIU.

2. Hsma xpan wim npuHi Ha HyOwus, xoiiTo na ncka mga Bu m3npatd 10 MuimoHa nosapa,
HUTO HAKOHM ajBoKaT oT TaMOykTy MCKa Ja My IOMOTHETE Jia MOJy4Yd 5 MUJIMOHA OT 3acTpaxoBKaTa Ha
KaracTpodupaluTe poAHUHU Ha €11 KOH CH.

3. He e HeoOxoaumo He3a0aBHO Jla NMOTBBPAWTE NaHHUTE 3a OaHKOBaTa BHU CMETKA.
BepbimHocT 13001110 He € HE0OXOJMMO /1a TH IOTBBPK/IaBaTe ¢ €JIEKTPOHHA I10111a, 110 KaKbBTO U JIa € IIOBO/I.

4. Hsamare HacleACTBO, 32 KOETO HEOUAKBAHO HEMO3HAT BH Ipalia ChbOOLIEHHE MO MOoIaTa.
AKO MMaxTe, HAMallle Jla Ce CBhPKAT C Bac 10 TO3M HAYMH.

5. Huxora BCchIIHOCT He cTe npamaiu ToBa "BepHaro nmucmo".
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6. He cre cneuenmnu iPod Nano. Bamusr IP wve e cnedenun 5000 OpuTaHCKH JTUPH.

(14) Ornucane or OOJETHH, 32 KOMTO HE MOMHHTE Ja CTE c€ 3amucBaiu. YecTo cperiaH
HaIrocCJIeqbK METO/J], U3MI0JI3BAaH OT CIIAMBPUTE 32 HAMUPAHE Ha aKTUBHUTE MOLIECHCKH a/IPECH.

(15) Axo Bce mak uckare Jia MperpaTuTe HIKaKbB TEKCT WK HH(OPMALUS, KOSITO CTE TIOJTYYHIIH,
OIOJIETHH C JIMHK 3a OTHHMCBaHE (yX) OT MojiydaBaHeTo My. OTHHCBalKM ce€, BCHIIHOCT HOTPEOUTENAT
NOTBBPK/IaBa, Y€ U3I0JI3Ba MOLIEHCKaTa KyTHs, ¢ KOETO BE/IHara ce 3alucBa B cram Jucture. Bmecro na
ce OTIHCBaTe, OJIOKUpANTe OJyYyaBaHETO Ha MMUCMa OT TO3U aJipec.

(16) He otBapsiitTe nmucma, Kouto ca (pummHr ataku. Hail-noOpusaT HauMH 1a ce 3aIUTUTE OT
(UILMHT aTaKy € KaTo HUKOTra He OTBapsATe (PUILIMHI IIMCMa, HO YECTO € TPYAHO Ja Ce pa3lo3Hae Koe MUCMO
¢ ¢ummHr araka. Moxere J1a T pa3no3HaeTe Mo:

1. O6pbmenuero ¢ "Dear Customer" wiu "Dear User", a He BameTo ume.

2. B nucMoTo e, 4e akayHThT BU 111e Ob/1e MPEKpaTeH B CIIy4aii, ue He MOTBbPIUTE TaHHUTE
cu He3abaBHO. (Hackopo cnambpure u3mos3Baxa Mojo0eH MOXBAaT KOraTto ckaiim ce cpuHa 3a 1 JeH.
PasnpocTpanuxa choO0IEH s, Y€ CKAiT 1€ YUCTH HEAKTUBHH aKayHTH U C€ UCKAIlIe J]a Ce paslpaTu ChoOIIeHue
Ha noHe 15 moTpebuTens, 3a 1a ce JOKaXKe akTUBHOCT).

3. IMelTbT uaBa OT akayHT, MPHJIXYAIl, HO HE €IHAKBB C TO3HM, KOHTO M3I0J3Ba W3BECTHA
¢bupma, opranuzanus 1 Ap. AKO He CTe CUT'YPHH Jlald TUCMOTO € (DUILKHT WIK He, Hall-100pe € J1a He OTBapsATe
JIMHKOBE, KOUTO ca MyOJIMKYyBaHU B HETO, a J1a HAIIMIIIETE HA pbKa aJipeca Ha caiTa, KOWTO BU € HEOOXO/IUM.

4. Ako cTe NmOoJy4MJIM TaKoBa IMUCMO, 3a MPEANOoYUTaHE € Ja OJIOKUpaTe ajpeca, OT KOWTO €
usnpareHo. Koraro ro 6iokupare, BUe AaBare yKa3aHHs Ha MOUICHCKHUAT KIIMEHT, Y€ TOBA € CIaM U He TpsOBa
na ce npuema. [ToBeuero norpeduresn odaye NpocTo U3TPUBAT ClIaMa M TOM MPOABIKABA J1a MJIBA B KyTHUSATA.

Yu1.25 Bammsar cmapTdoH chIno TpsAOBa 1a Ma aHTHBHPYCHA MPOTpaMa, KOSTO Tpesiara Omus
3a ThPCEHE U 3aKJI0YBaHE Mpe3 MHTEPHET, C L€ OMa3BaHe Ha JIMYHaTa MH(OpMAIMs B HEr0 — CHUMKH,
npod I, TApOJIH U IPYTH KAKTO U HAMHPAHETO My, aKO € OTKpaJHAT WU 3ary0OeH.

(1) CM Security AppLock AntiVirus

JlexusT codryep He yTexHsBa paboraTa Ha MOOMIIHOTO YCTPOMCTBO, OKaro paboTH, HO, 3a
CMETKa Ha TOBa, I'0 [1a31 OT BUPYCH, TPOSIHCKH KOHE, 3JI0BPEJICH WU IIIMUOHCKU COPTYep U Hall- pa3IuiHu
ys3BuMocTH B curypHoctTa. CM Security AppLock AntiVirus mpemmara Hai-pa3lInyHd PEKUMH Ha
CKaHMpaHE Ha CUCTEMaTa: CKaHWpaHE Ha ONEpallMOHHATAa CUCTEMA M NPWIOKEHUATA, CKaHUpaHe Ha SD
KapTaTa, CKaHMpaHe [0 BpeMe Ha MHCTaJIalus ¥ Taka HaTaThbK. Xy0aBo €, ChII0, Y€ MEHIOTO i € HATMYHO
U Ha OBJITrapCcKU e3UK.

(2) AntiVirus Security — FREE

CodtyepsT Ha AVG mpeziara 3ammra oT BUPYCH, 3J0BpPEIeH U IIMUOHCKU codTyep U aopu
370BpeIHn SMS-u, KaTo rapaHTHpa MbJIHA CUTYPHOCT Ha JIMYHUTE HU JaHHU. OCBeH, ye cKaHHUpa
BCUYKHMTE HU MIPUIIOKEHUS, MEIUIHU (ailioBe U J0pu HACTPOMKHU B peasiHo Bpeme, AntiVirus Security
FREE Hu no3BossiBa 10pH Ja HAMEPUM 3aryOeHMs CU WM OTKpagHaT TenedoH ¢ nomomrra Ha Google
Maps, KakTo U Ja U3TpHUEM AMCTAaHLHMOHHO JIMYHUTE CH JaHHM, B ClIydail, 4e HE CM€ YCIEIM J1a IO
OTKpPHEM.

(3) Norton Security and Antivirus

Norton e u3BecTHO UMe B cpepaTa Ha aHTUBUPYCHUS cCOPTyep U KOMIAHUATA HE € IPOIycHaa
na pa3zpabotu Oe3mareH NpoaykT cbBMecTuM U ¢ Android. CopTyepbT Thpcu U IpeMaxBa MPUII0KEHUS
ChIBPIKAIIN 3710BpefeH codpryep unu Bupycu, U nogodHo Ha AntiVirus Security — FREE, no3BosnsiBa
JMCTAHIIMOHHO 3aK/II0OYBaHe Ha 3ary0eH WM OoTKpaaHaT TesnedoH. OCBEH 3a 3JI0BPEAHU MPUIIOKEHUS,
codryepbT Ha Norton HH NMpeaynpexaaBa U 3a CalTOBE, KOUTO C€ OMUTBAT Ja OTKPAJHAT JUYHUTE HU
JTAHHU WK TTapUTe HHU.

(4) Kaspersky Internet Security

[TpunoxenueTo npeanassa tenedoHa uin tadiaera HU OT BCIKAKBB BU/I 3aIJIaXU, BKIOUUTEIHO
BUPYCH, LIITUOHCKH cOPTyep, TPOSIHCKU KoHE U Apyru. [loanbppika omnius 3a HaMUpaHe WK U3TPUBaHE Ha
JAHHUTE TIPU 3aryOeH/OTKpaaHaT TeJaeoH WM TabseT U pasnojara ¢ QyHKIMS HapedeHa ,,Anapma’ 3a
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OTKpHBaHE Ha MOOMJITHOTO YCTPOMCTBO B ciiyyail ye e 01130 /10 Hac, HO BCE MaK HE MOYKEM J1a TO HaMEPUM.
(5) Mobile Security & Antivirus
Mobile Security & Antivirus € MOOMTHUAT €KBUBAJICHT Ha MOMYJIIPHATAa aHTUBUPYCHA yCIIyTa Ha
kommanusta Avast. [Ipunoxenuero npeanaspa tenedona uiau Tabiera HU OT (PUIIMHT aTaKH, 3JI0BPEACH U
UIMHOHCKU coTyep, TposSHCKU KOHE U APYTHU U, CHIIO KaTO [MOBEYETO MPEUI0KEHUS [T0-Tope, HU [oMara Jia
HaMEpHUM WJIH TTOHE J1a U3TPUEM JaHHUTE B M3TyOEHOTO cHM MOOMIIHO ycTpoicTBO. Hamuie e chiio omnuus 3a
u3npamane Ha SMS, KoiTo HU yBenoMsIBa, ue SIM kaprara B U3ryO€HOTO HU YCTPOMCTBO € Oujia CMEHEeHa.
Yu.26. OObpHETE BHHMAHHE Ha pa3lIMpPEHHsITa Ha KpUNTHpaHWTE (QailioBe, KOUTO BH Ce
npepnarat BbB Fachook, Ha enekrponHara moima u p., KaTo HE OTBAPSITE TAKUBA C PA3LIMPEHUS
.CRYPT, .vvv, .zzz, .aaa, .abc, .ccc, .ecc, .eZz, .exX, .XyZ , .micro, .ttt, .xxx, .mp3 u ap.
(1) Ako cre nmoayumnu Facebook choOrieHue, e Bail OpusATea BH € CIIOMEHAN MEPCOHATHO B
KOMEHTAp U CJIe]] HATUCKaHe Opay3bpbT BU CBAJIS (aiii ¢ pa3IIupeHne *.JSe He ro mpueMainTe. 3a BCeKH cirydan
IIPOBEPETE KOMITIOThPA CH 3a 3JI0BPEICH KOJI C TO3W OHJIaliH ckeHep: WWWw.eset.com/bg/home/products/online-
scanner/

(2) Crnen xaro mpoBepkara 3a BUPYCH MPUKIIOYN PECTAPTUPANTE M HAIPABETE HOBA MPOBEPKA C
To3u ckeHep: Www.bitdefender.com/scanner/online/free.html

(3) Axo Bce mak CcTe CBAIWIM W crapTupanu (aiina, HampaBeTe MpOBEpKaTa 3a 3J0BPEICH
Ko7 (1o-rope), KaTo JOKaTo TS Teue CIpeTe MHTEPHETa Ha KOMIIOTbpa cu. Ciel ToBa IPOMEHETE MAapOJIUTE
Ha MHTEpHET OaHKMpaHETO cH (Haii-moOpe OT pa3inveH KOMITIThp), Facebook akayHTa, nMmeiiaa 1 BCHUKH
JPYTY Ba)KHU U KPUTUYHM YCIYTH, KOUTO non3Bare. OOHOBETE OlepallMOHHATa CH CUCTEMa ¢ UHCTaJIMpaHe
Ha nocnenuute praeiitu ot Control panel - Windows update. Heka HoBuTe Bu mapoiu ca Haja 10 3HaKa ¢
pa3IMYHU CUMBOJIU.

(4) Axo mocremBate Facebook mpe3 cmaprdon M ciieq Karto CTe MOJYYHIH H3BECTHE 3a
CIIOMEHABaHE OT Balll MPUTENl CT€ HATUCHAIM U IPUETH Hal-BEpOSATHO ca 3aloyHalId B Opay3bpa Aa ce
MOKAa3BaT arpecMBHU CHOOIICHMUS, Uue Tee(OHBT B € 3apa3eH C BUPYC, C IPUKAHBAHE Jla HATHCHETe OyTOH,
3a na ce m3tpue. He Hatuckaiire Humo! Beanara pecraptupaiite cmaprdona. Cien ToBa MHCTaNIUpaiiTe
AHTUBUPYC OT OHJIAH Mara3uHa ¥ ro MyCHETe Ja CKaHUpa ycTpoicTBOTO. Clie1 ToBa OTHOBO pecTapTUpaKTe.
U B TO3M ciydail npoMsiHaTa Ha BCHYKHU NAPOJIM € CUITHO IPENOPHhUUTEITHA.

(5) Ako Bce mak cTe OTBOPWJIM CTpaHeH Buaeodaiin mim cpobuieHne BbB Facebook, koero
3apa3dBa npoduia B U NMyOJMKyBa BMECTO Bac, He3a0aBHO CMEHETE IapojaTa CU U pecTapTHpaiTe
cMapTQoHa, KOMITIOTHpa, Tabnera win jgantona. Ciea ToBa NPOIBIKETe ChC aHTUBUPYCHO CKaHUpPaHE U
MoAMSIHA Ha TIAPOJIU 3a JOCTHII, 3alaMeTeHu B Opay3epa u npodua.
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